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NODz3z2

H Antivirus System

Time interval: Day | Week | | Month
Total infection ratio in the last 24 hours
TOTAL THREATS
(Virus infection ratio percentage progress)
5%
2%
1.5 %
1%
15%

0%
14h 16h 18h 20h 2Zh 00Oh O2h O4h OBh C2h 10h 12h

B3 More information, ..

Top threats in the last 24 hours

¥irus Count
1, 'Win32/stration, ABF worm N s
2, Win32{Meksky, C worm | | 9523
3, Win32iMydaom R worm | 2175
4, Win32/Bagle.gen.zip ... | 445
5. Win3z/Bagle.HE worm | 357
@ More information, ..
Time interval: | Day | | Week | Month
Total infection ratio in the last 31 days
TOTAL THREATS
{Virus infection ratio percentage progress)
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@ More information. ..

Top threats in the last 31 days

Yirus Count
1. Win32yStration, X4 worm I oo
2. Win3z{Stration, ABF warm [ | 431 005
3. & variant of Win3z/s. .. [ | 270712
4. win3z{Netsky,Q worm | 248 218
5. Win32jTrojanDownload. ., 1 19 800

B More information. ..

Ebiz - Khoa CNTT - PH KHTN

| | Year |

Top virus in the last 24 hours

Info:  Win32/Stration.ABF worm

. Risk:  Elewated

Date First captured: 2007-12-04 14:10

Date last captured: 2007-12-11 13:59

Tokal stopped to date: 431 005
Most active morth: 2007-12
Most active date: 2007-12-09
Infection ratio (Z007-12-09); 0.875 %

D Virus Encyclopedia NOD3Z. ..

@ More information,..

| Year |

Top vitus in the last 31 days

Info:  Win32/Stration.X¥ worm
i Risk: Elevated

Diate first captured: F007-03-03 1511

Date last captured: 2007-12-11 12:53

Total stopped to date: 1300113
IMost active month: 2007-11
Mast active date: 2007-11-25
Infection ratio (2007-11-25); 0,778 %

B Virus Encyclopedia NOD32, .,

B More infarmation, ..

Time interval: | Day ‘ Week | Month
Total infection ratio in the last 168 hours
TOTAL THREATS

(Virus infection ratio percentage progress)
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B More information...

Top threats in the last 168 hours

¥irus Count
1. Win32/Stration. ABF worm
2. a variant of Win32/s... [ |
3, Win3z/Netsky, Q warm [ | 55 697
1
I

4, Win32/Skration. X warm
S, Win32/Mydoom. R worm

B Moare information. ..

Time interval: ‘ Day | | Week | | Month
Total infection ratio in the last 12 months
TOTAL THREATS
(Virus infection ratio percentage progress)

5%

2%
1.5 %

1%
15%

0% -—r T T T

01 2 03 04 05 06 OF (B 09 10 11 12

B3 More information, ..

Top threats in the last 12 months

¥irus Count
1. a variant of Win3z/s... N 11505 228
2, probably unknovn New... [ 4184 672
3, Win32z{Metsky, Q warm | 3 367 043
4, Win32/Muwar.gen worm [ | 2965119
5. Win32/Fuclip.B trojan [ | 1740631

@ More information,..

| | Year |

the last 168 hours

Info:  Win32/Stration.ABF worm

Rigk: Elevated

Duate first captured:
Date last captured:
Tatal stopped to date:
Mast active month:
Most active date:!

Infection ratio {Z007-12-09):

2007-12-04 14:10
2007-12-11 13:59
491 005

2007-12
2007-12-09
0.875 %

@ virus Encydopedia NOD32..,

B More information. ..

Year
Top
' Info:
Risk:  Critical

Date First captured:
Date last captured:
Total stopped to date:
Most ackive month:
Most active date:

Infection ratio (Z007-04-19);

the last 12 months

a variant of Win32/stration. 5w
worm

2007-04-03 02:57
2007-12-05 21:48
11 608 223
2007-04
2007-04-19
13,153 %

@ _Virus Encyclopedia NOD32, .,

@ More information. ..

09/2008 | http://lwww.\vgrusradar.com/index_c12m_enu.html



Number of Access to the Port 1433/tcp Classified by Source Area
{10 Monitoring Points)

Mumber of Access to the Port 3306/tcp Glassified by Source firea
{10 Monitoring Points}
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Chdrc nang

-Nhén ban
i n / /% . A
Dau hiéu
4 - Chwong trinh chay cham
Coché -Truy xuét 6 cirng nhiéu
- Co ché nhan ban =~ - Truy xuat thiét bj khac
) N WEsLPric cH gy fiTgTEe eI cERE Al -Tén tai nguyén hé théng
- Co ché hoat d(_)ng c j W\ lEBPTI WA < .
. : -Mat dung lwong 6 cing
o a EGLIPTIC.CH WWW_ECLIPTIC. S

y P

Lay lan

Cac loai khac

- Thiét bj Iwu trir ngoai .
Spyware, trojan, Malware

- Ban tin dién t

Source : http://www.uhd.edu/computing/uss/virus.htm
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Gi&i thi éu (tt) —

= Phishing

¢ Mwu dé st dung email, tin nhan dang pop-up hay cac
trang web dé danh Ira ngwdi dung cung cap cac thdng
tin nhay cam
e Sb thé tin dung, sb tai khoan ngan hang, mat ma

m Loidung PC

& Céc hacker tan cong va st dung méot s6 PC l1am noi gl
cac spam mail

| Ebiz - Khoa CNTT - BH KHTN 09/2008 7




Gii thi éu (tt) P
d

= An toan va bao mat trén mang cé nhiéu tién trién
¢ Blrc tvong Ira (firewall) & Internet
+ Ma hoa (encryption) [
o Chir ky dién t& (digital signature) = e
Nhwng van con nhiéu nguy co de doa * -

= Diém yéu l1a y thirc va hanh vi cda ngudi dung
o Danh Ira nguoi khac dé lay thongtin -~~~ P2P
¢ Tan cong hay phéa hoai thong qua 16 héng\cft/ﬁa HDH
+ M thu da bi nhi&m virus ae G§ e

¢ Xem nhirng trang web chra 1 sé doan ma co y xau
...

| Ebiz - Khoa CNTT - BPH KHTN 09/2008 8




N&i dung chi ti ét —

>
Gid1 thiéu

CAc van dé bao mat

Céc loai tan céng

Mot s6 mbi de doa

Chinh sach bao vé
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Cac van dé bao maét |

m Trong EC, van dé bao mat khdng chi 1a ngan ngwra
hay doi pho véi cac cudc tan cong va xam nhap

m Xétvidu
& M6t khach hang can cé théng tin cla cac san pham trén
website cua 1 cong ty nao do
¢ May chud yéu cau khach hang dién thong tin ca nhan
¢ Sau khi cung cap théng tin cé,nhén, khach hang ma&i
nhan dwoc théng tin cda san pham
- Giai phap bao mat cho trwdng hop nay la gi?

| Ebiz - Khoa CNTT - BPH KHTN 09/2008 10




Céac van dé bao mat (tt) L —
d

m Vé phia khach hang

¢ Trang web nay la cua mét cong ty hop phap?

¢ CO chira cac doan ma nguy hiém?

¢ C6 cung cap thdng tin ca nhan cho mét website khac?
m VVé phia cong ty

¢ Nguwoi dung co y dinh pha server hay stra ndi dung cua
trang web?

m Khac
¢ C6 bj ai nghe 1én trén dwdng truyén?
¢ Thong tin dwoc giri va nhan cé bi stra dbi?

| Ebiz - Khoa CNTT - BPH KHTN 09/2008 11




Cac van dé bao mat (it)  —

=

m Bao mat trong EC

¢ Authentication — Chng thwe nguwdi dung
e Su Uy quyén thdng qua mat ma, thé théng minh, chir ky

¢ Authorization — Chirng thwe quyén s dung

¢ Auditing — Theo doi hoat dong

¢ Confidentiality (Privacy) — Gilr bi mat ndi dung thong tin
e Ma hda

¢ Integrity — Toan ven théng tin

& Availability — Kha nang san sang dap &ng

+ Nonrepudiation — Khdng thé ttr chdi trach nhiém
e Chir ky

| Ebiz - Khoa CNTT - BPH KHTN 09/2008 12




Cac van dé bao mat (tt) 4 =
d

Web Browser CGI Programs
(Forms, Server-Side Scripts,
Java Applets, Web ColdFusion,
ActiveX Components Server  other Components
Client-Side Scripts) _anamn, = | Database
= =, |30| . D
A I [ T1 v Y A
| | S A L |
| | ~ | Fs |
| | R |
Authentication Privacy/ Authentication Privacy/
Integrity Authorization Integrity
Audit |
Nonrepudiation

| Ebiz - Khoa CNTT - BPH KHTN 09/2008 13




N&i dung chi ti ét —

=
Gid1 thiéu

CAc van dé bao mat

Céc loai tan cong

Mot s6 mbi de doa

Chinh sach bao vé
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Céc loai tan cong  —

m Khong st dung chuyén moén
¢ Loi dung strc ép, tam ly dé danh lra nguo’l dung va lam
ton hai dén mang may tinh

¢ Hinh thirc
e Goi dién thoai, giri mail, phat tan links

m S dung chuyén mon
& Céac phan mém, kién th&rc hé thdng, sw thanh thao
¢ Hinh thirc

e DoS, DDoS
e Virus, worm, trojan horse

| Ebiz - Khoa CNTT - DH KHTN 09/2008 15

Denial of Service Attack



Vidu e

Dear user of xyz.com \

We have detected that your e-mail account was used to
send a large amount of spam during the recent week.
Obviously, your computer had been compromised and
NOW runs a trojan proxy server.

We recommend you to follow the instructions in the
attachment (xyz.com.zip) in order to keep your computer
safe.

Have a nice day,
Xyz.com technical support team.

| Ebiz - Khoa CNTT - BPH KHTN | 09/2008 16




DoS | —

m Denial-of-Service

m Cac hacker lgi dung mét may tinh nao do6 gwi hang
loat cac yéu cau dén server muc tieu voi y dinh lam
gua tai tai nguyén cua server do

Tw déng tim dia chi

e

PC

Mé& tap tin dinh
kém theo mail

E GUi yéu cau http://www...
PC
E PC Server mu on
tan cong

| Ebiz - Khoa CNTT - BPH KHTN | 09/2008 17
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m Distributed Denial-of-Service

m Cac hacker xam nhap vao nhiéu may tinh va cai
phan mém. Khi co |énh tan cong, cac phan mém sé
gwi yéu cau dén server muc tiéu

Academic
Hacker E SR |; V
Computer /

1
1
1
1
1
Home \

Computer

ISP L
Computer Target
System

Government
Computer

| Ebiz - Khoa CNTT - BPH KHTN 09/2008 | 18
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N&i dung chi ti ét —

>
m Gidi thiéu
m CAc van dé bao mat
m C4c loai tan cong
m Mot sO moi de doa
L 4

4
4

m Chinh sach bao vé

| Ebiz - Khoa CNTT - BH KHTN 09/2008 19




Moi de doa — Client e

m Trang web
¢ Hién thj ndi dung
& Cung cap cac lién két (link)

¢ Active content

e Doan chuwong trinh dwgc nhing vao trang web va tw déng
thwc hién
— Tw ddng tai vé va mé file
e Cookie, java applet, java script, activeX control
e Tuy vao murc dé bao mat tai Client, trinh duyét hién thi hop
thoai canh bao

| Ebiz - Khoa CNTT - BH KHTN 09/2008 20




Moi de doa — Client (it)

Internet Explorer E3

I’E@ Some software [Actives controls] on this page might be
?. ungafe. It iz recommended that you not rwn it Do you

watt b allaws it ko run?

Security Y¥arning El

Do pou want to install and rin "Surgient Terminal Contral!
gighed on an unknown datedime and digtributed by

Surgient lhe
Fublisher authenticity verfied by Thawte Code Signing CA

Caution: Surgient [nc aszerts that this content iz zafe. vaou
ghould only ingtallfiew thiz content if you trugt Surgient
I to make that aszertion,

S

[ Always bust content from Sungient [ne

More Info |

Yes

Ebiz - Khoa CNTT - BPH KHTN 09/2008 | 21
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Moi de doa — Client (tt)  —

=

m Plug-in
¢ Chuong trinh lam tang kha nang trinh bay cua cac trinh
duyét (browser)
e Md& nhac, phim, animation
e QuickTime, RealPlayer, FlashPlayer
& C6 thé nhing cac Iénh v&i muc dich xau 1am hw hai may
tinh

m Tap tin dinh kem theo thw dién t& (e-mail)

| Ebiz - Khoa CNTT - BPH KHTN 09/2008 22




Oi

e doa — Internet

m CAc goi tin di chuyén trén Internet theo mét con
dwdng khéng du kién trwdc
¢ Ngudi dung khong biét géi tin sé lwu lai & noi nao
. Goi tin bi doc trém, stra doi, x6a
¢ “sniffer program” dwge st dung dé bat goi tin

El PRTG Traffic Grapher - HPT Monitoring (ab Feb 2005).prig

File Edit

Wiew Extras Help
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t 1 - Colasoft Capsa [Capturing]

Fie Edt View Froject Tools Window Help
2 H 0. 0 .% 0 = T & B @ & L
MNew Open Save Back Stop  Settinos Adaoter Fiker Nebwork Lo i =
5] Project Explorer # x| [ Smmary | Diagnoses | Endpsints | Protocols | Conversatior ity p pturing ]
@ rropc 1 (9 (<X>] Fle Edt View Project Took Window Help

i= % Frotocol Explorer (2)
" Ethemnet 502 2
=Y Ethemet I1 (2)

Summary | Diagneses | Endpoinks | Protocels | Conversations | Matrix | Packe” 4 ¥

& Packet Size Distribution = W0 %&b

e Fle Edt Vien Proict Took ‘Window Help >
Treele) Sunmary | Diagnoses | Endpoints | Protocols | Conversations” Mal Packet Size
TR () £
¥ 16vP F MatrixType - %0+ @] 2] -

Y arp () 10.253%
&4 Physical Explorer (4)
5- Local Segment (13)
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=% 192.168.0.0024 (

@ Local Host (1))
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Project 1:2
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0

m Mot s6 cac phan mém EC van con nhiéu

(backdoor)
¢ LOi 1ap trinh ngau nhién hay co y ci

phan mém

e doa — Internet

y

on

On

a nguwdi phat trién

# Néu co kién thirc va phat hién dwoc backdoor, ké xau co
thé quan sat cac giao dich, x6a hay danh cap dir liéu

File Help
9 Check

Results ! Dptiores

Register

Attention!

Aninvisible software service found

o =

Auta Removal method: click an the Stop.

Itis suspicious to the Trojan class:

HackerDefender Rootkit. 7

Kep Source
| Chanmdd SYSTEM\CunentControlSelServices

SYSTEMICurrentControlSetiServices

@ Disable AutRun NZ'?;;'J‘;; E StepSemice | 3 DelleKen
Hame Yaue Type
Devics FDFisock REG_BINARY
Type 1 REG_DWORD
| Stait 1 REG_DWORD
EvrorCionirol 1 REG_DWORD
ImagePath PACAWINDOWS S ystem32idiver . REG_EXPAND
| Debo 1 REG BINARY
i<l

Exit

False Positive

B2,

~

Ebiz - Khoa CNTT - BPH KHTN

[“]TYCK 4.1 Trof

File Aftack Connect Console  About

‘elcome to TYCK 4.1 Trojan

Connect to the victim: 127.0.0.1

Hacking Tools ;|
Attacks: [must be connected|

Resend IP

Shutdown

Check IP

Send message

I [=] B

Connect

Disconnect

Send message - owne

Send IP

Beep bomb CD-ROM Mad

Denial of Service attack|

Homepage

Erase HDD

. FIL73R

09/2008
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Moi de doa — Server | ——

m Web Server
¢ CO thé dwoc cau hinh chay & nhiéu cap do quyén

o — cho phep thwe thi cac 1énh cap thap, truy
xuat bat ky thanh phan nao trong hé thdng
o — chi c6 thé thuc thi chwong trinh, khéng

cho phép truy xuat nhiéu cac thanh phan trong hé thdng
_ Quyén cang cao, web server cang bi nguy hiém

+ No6i dung cua cac thw muc c6 thé thay dworc tir browser

e Trang web mac dinh khdng dwoc cau hinh chinh xac
— Index.html, Index.htm

¢ Yéu cau nguwdi ding nhap tén va mat ma & mot so trang
e SUr dung cookie

| Ebiz - Khoa CNTT - BPH KHTN 09/2008 25




/2 Index of /baigiang/2524_701143 - Windows Internet Explorer

*:@ - I& htkp: f e sim, hernuk edu,vngbaigiang /2524 _701143) j 9 || ¢ I\"ahnn:u!Searn:h
fh -8 - =

ri.':i' EER? @ Index aof fbaigiang/Z524 701143 | |

Index of /baigiang/2524 701143

Name Last modified S5ize Description
Farent Directory -

701143 MayTinh¥inhDo..»> 14-Mar-2007 14:27 94K

HDTH AHP.pdf 23-Mar-2007 10:34 528K

HDTH HETHEETTNG.pdf 23-Mar-2007 10:34 171K

HDTH OLAP.pdf 23-Mar-2007 10:34 S00K

23-Mar-2007 12:24 263K

pDNhoms . ppt

LtMohinh.xls 2T=Mar-2007 15:1% 27

dsz lecture notes Un..>» 23-Mar-2007 12:24 422K

d=sz lecture notes Un..> 23-Har-2007 12:24 526K

d=sz lecture notes Un..» 23-Har-2007 12:24 215K

(i i) (o) (s ) () (g ) () (g i) (5] (5] [0 Ry

unit 1.pdf 23-Mar-2007 10:22 367E
unit 2.pdf 23-Mar-2007 10:22 &55H
unit 3.pdf 23-Mar-2007 10:22 429K
unitc 4.pdf 23-Mar-2007 10:22 292K
unit 5.pdf 23-Mar-2007 10:34 136K

Apache’2.0.48 (Win32) Server at www.sim. hcmut.edu.vn Port 80



Moi de doa — Server (tt) | —

>

m Database Server

¢ Tap tin chva di liéu co6 thé dwoce truy xuat bang quyén
hé thong
e Quyén quan tri cia HBH

o D lidu trong CSDL c06 thé bij 16 néu khdong dwoc ma hoa

| Ebiz - Khoa CNTT - BH KHTN 09/2008 <1




N&i dung chi ti ét —

=
Gid1 thiéu

CAc van dé bao mat

Céc loai tan céng

Mot s6 mbi de doa

Chinh sach bao vé

L 4

4
4
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Bao vé — Client —

—

m Trinh duyét c6 kha nang nhan ra cac trang web coé
chira active content
¢ Cho phép nguwdi dung xac nhan active content cdé dang
tin cay hay khong
e Chirng nhan sb (Digital Certificate)

m Phan mém chdng virus

¥y

Nﬂ:;‘:mu 200 m
i AntiVirds

Internet Secur__itgr

| Ebiz - Khoa CNTT - BH KHTN 09/2008 29




Chirng nhan so  —

m La mot thong diép dinh kem theo thw dién t&r hay
active content nham muc tiéu cho biét ngudi gl thw
hoac trang web do la ai

¢ Chirng nhan khoéng néi 1én dwoc chwong trinh can cai
dat la chat lwong hay cé ich

¢ Chirng nhan cho biét mét diéu chac chan chwong trinh
la that

~Néu ngwo’l Sw dung tin two’ng vao cac nha phat trién
phan mém, thi sdn pham cua ho cling co thé dwoc tin
twong

| Ebiz - Khoa CNTT - BPH KHTN 09/2008 30
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Chirng nh an (tt) L ——
d

= Chirng nhan phai do mét don vi c6 uy tin cap

¢ Certification Authority (CA) f e
¢ VeriSign erlSIgn.,

The Internet Trust Company

m GOm cac thong tin
¢ Tén, dia chi cia nha phat trién phan mém
¢ Public key cta nha phét trién phan mém
¢ Thoi gian hop Ié cua chirng nhan
¢ SO chirng nhan
¢ Tén nguwdi cap chirng nhan
¢ Chir ky dién tl cia nguwdi cap chirng nhan
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Chirng nh an (tt)

Ebiz - Khoa CNTT - PH KHTN

Certificate

Details | Certification Path

Shiow: | <ill=

[=]

Figld
ESignature algorithm

Elssuer

E'-.-'alid From
[ walid ta
Eﬁubject

= Public ke
Fﬁ MNetscape Cerk Tvpe
[T cRL Distribution Painks

Walue -
mdSRSA

Class 2 Public Primary Certifica. ..
Tuesday, May 12, 1998 7:00:,., |E
Wednesday, January OF, 200,.,
Werisign Class 2 C4 - Individua, .,
RS54 (1024 Bits)

SSL 4, SMIME CA (06)

[1]CRL Distribution Poink: Diskr,., ™

30 81 &89 02 81 81 oo
2c 59 &f 09 gb d0 da
de 72 2f b7 65 GBf 17
Iz f0 ba &b aa 5= 49
Ef a2 23 1z 69 4d b8
=f abt 58 3a bt ib cd
22 99 22 01 28 0 ab
43 99 ad 21 54 91 di
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Edit Propetties. .. ] [ Copy ko File, .. ]
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Microsoft IE L —

m S& dung ky thuat Authenticode dé& nhan dién céac
active content

# Ai ky xac nhan cho chirng nhan
e Danh sach cac CA va public key cua CA duwoc lwu triy trong IE

¢ Chirng nhan co bi thay dbéi gi tr luc dwoc ky xac nhan
khong
e St dung public key ciia CA d& mé& chirng nhan

e Néu théng tin trong chi*ng nhan chirng minh dwoc nha phat
trien phan mém da ky cho active content thi chirng nhan la
hop lé
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Demo4

T6 chirc chirtng nhén (CA)




Dem05 _ﬁﬁg

@ Yéu diu chieng thuc
‘ Chirng nhgn xac thuc

‘a Chiing nhan khéng ©n tgi
| | |




Demo6

Can ching thuec

giay chitng nhdn




Bao vé — Internet

m Ma hoa (Encryption)
m Nghi thirc SSL (Secure Sockets Layer)

s Chir ky dién t&
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Bao vé — Internet S —

-

m Ma hoa (Encryption)
m Nghi thirc SSL (Secure Sockets Layer)

s Chir ky dién t&
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m Chuyén di liéu sang dang méa
¢ Thuat toan
+ Khoa

m CO 3 ky thuat
¢ Ma hda Hash
+ M3 héa khdng doi xirng (public key)
+ M3 héa dbi xirng (secret key)
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Ma hda Hash L ——

=

m S dung thuat toan Hash dé dwa ra mét con so tw
mot thong diép c6 do dai bat ky
& Xung dot gia tri bam rat hiém xay ra
¢ Khong st dung khoa
¢ Chudi dwoc mé hoéa khong thé giai méa thanh chudi ban
dau

m Thuat toan MD5, SHA-1, SHA256, SHA512,

| Ebiz - Khoa CNTT - BH KHTN 09/2008 | 41




M& hoa b at doi x irng

m Ma hda dwa vao 2 loai khda
¢ Public key — ma hda thong diép
¢ Private key — giai ma thong diép

m Thuat toan RSA, DSA,...
Public Key Private Key

¥ -

"ﬁ:

Plaintext Encryption Decryption

Message Ciphertext

4 _

Plaintext
Message

4

Sender
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M& hoa doi xirng —

m Ma hoa chi st dung 1 loai khoa
¢ Secret key — ma hoéa va giai ma théng diép

m Thuat toan 3DES, Rijndael (AES), blowfish, idea,...

Private Key Private Key
: Encryption Decryption :
Plaintext ryp Ciphertext ypP Plaintext
Message Message
7 7
Sender Receiver
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Bao vé — Internet e —

m Ma hoa (Encryption)
m Nghi thirc SSL (Secure Sockets Layer)

s Chir ky dién t&
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SSL ———

= Nghi thirc bdo mat két ndi gitra client va server

SSL Client SSL Server
Send encrytion algorithms

and key length Responds with

“hello” msg

\ 4

Send hello msg

Send server certificate
containing server public key

a

Send response

Send client certificate and

encrypted private session key Receives client
response and

initiates session

\ 4

Send data between client and

server using private, shared key

a
\ 4

Session Session
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Bao vé — Internet S —

-

m Ma hoa (Encryption)
m Nghi thirc SSL (Secure Sockets Layer)

m Chi ky dién tor
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d

m S dung khoa cong khai trong Chir ky dién t&r dé ma
hoa va xac thywc thong tin

3 (2) 3)
Sender applies Sender encrypts using
(1) hash function sender’s private key
Message oI e T I e
with » Message digest » Digital signature
contract
LV

Y

Message
with
digital
sighature

(4)
Sender encrypts using
recipient’s public key

Digital envelope

(5) Sender e-mails to recipient
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Chir ky dién tie (tt)

m Nhan:

4

Digital envelope

=

(6) Recipient decrypts using recipient’s

(1)
Message
with
contract

(8) Recipient applies
hash function

New
message digest

| Ebiz - Khoa CNTT - BH KHTN

‘L private key

Digital signature

(7) Recipient decrypts using sender’s
private key

Y
Original
message digest
(9) Compare
for match
09/2008 48




K

iém tra ch &ng nh an

Fran’s X509
certificate

Subject Name

Public Key
Other fields

Fran’s
Cert Info

DW (o

CA's X509
certificate

Subject Name

Public Key
Other fields

) §

CA's publi

ke

|

>| Hash digest \
Hash
=9

algorithm =

/
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Bao vé — Web Server

m Diéu khién truy cap va xac thwc nguoi
dung

F
+ Ai dang truy cap vao server

# Truy cap nhirng gi

m Blrc twdng Itra (firewall)

¢ Giai phap gobm may tinh va phan mém
mang

o Diém di ra ngoai Internet ctia hé thong

, Internet
f -~ e-maijl

ren 2l

=1
-~
o

+ Ngan chan céac tan cong t Internet hay
tlr cac mang khac
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Password Security

A good password is one that cannhot be easily guessed.

Enter a password, click submit, then we'll score it against hest practices!

+ DO use a password with
mixed-case letters. Use uppercase
letters throughout the password

.

DO use a password that containg
alphanumeric characters and
include punctuation, where
supported by the operating system

.

DO use a password with
mixed-case letters. Do not just
capitalize the first letter, but add
uppercase letters throughout the
password.

.

DO use at least six characters, eight
characters for Windows NT

.

DO use a seemingly random
selection of letters and numbers

.

-

-

.

Submi

DO’S DONT’S

o DO MNOT use a network login 1D in

any form (reversed, capitalized, or
doubled as a password).

DO NOT use your first, middle or
last name or anyone else's in any
form. Do nat use your initials or any
nicknames you may hawe or anyone
else's.

DO MOT use a word contained in
English or foreign dictionaries,
spelling lists, or other word lists and
abbreviations.

DO NOT use other information
easily obtained about you. This
includes pet names, license plate
numbers, telephone numbers,
identification numbers, the brand of
your autamobile, the name of the
strest you live on, and so0 on. Such
passwiords are very easily guessed
by someons who knows the user

DO NOT uge a password of all
numbers, or a password composed
of alphabet characters. Mix numbers
and letters.

Ebiz - Khoa CNTT - BPH KHTN

HANetworks.com

Your Portal to Statistical Security Data.”

m http://www.securitvstats.com/tools/password.php

Online Secure Hash Algorithm Calculator

Hash algerithms are fundamental to many cryptegraphic applications. Although widely associated
with digital signature technology, the hash algorithm has a range of other uses. SHA-1 and MD5
are amongst the most widely knewn, trusted and used. When utihsed with a password {the
HMAC wersion), the potential uses of these algorthms extends fiwther.

Enter a string in the hox below and select the hash algorithm.

:MD5

[~] I Submit ]

ALL
SHAT

04

NT
LANMAN
GOST
HaWVALZEE
HalAL224
HawvaL192
HalWALTED
HalwvALT2E
RIPEMD1ED
TIGER
TIGER1E0
TIGER128
CRC32B
CRC32

09/2008

Dictionary Based Hash Cracker

The "Golden Bule" of password security 15 WOT to choose a password that 15 easily guessable,
or one that might be found in a dictionary. The reason for this is that many hacker tools can crack
dictionary-based passwords in mere seconds.

This web based demonstration shows how truely easy it i3 to break dictionary based passwords,
regardless of the type of encryption algorythm used to encrypt them. Simply paste in an encrypted
password value, and then count the seconds it takes to return the password associated with that
encrypted value (won't be long....)

Here is an example

LANKMAN HASH FDASSFBECA2E8D44 A AD3B435B51404EE
_OR-

ITLM HASH: 066DDFD4EFOESCD7C256FETT191EF43C

Wl return & value of "hello”, within abeut 5 seconds (even using this crude web miterface )

Mat Sure? =
51
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